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Abstract
Researchers have investigated automated security impact and analy-
sis techniques that leverage the content of Common Vulnerabilities
and Exposures (CVEs). Understanding the perspectives of open-
source software (OSS) project maintainers, especially those who
historically lack a security background and have little to no targeted
funding to secure OSS projects, is currently understudied. In this
study, we investigate how OSS maintainers who have created or
triaged security vulnerabilities perceive, use, and work around the
CVE system. We use a mixed-methods approach through a listing
survey (𝑛1 = 77), a Likert-scale survey (𝑛2 = 109), and interviews
(𝑛3 = 24) to identify and categorize 36 factors into OSS maintainers’
perceptions of CVE value, challenges associated with CVEs, and
wants for future vulnerability identification and resolution features.
We find that fix prioritization and assessing project health are the
most important benefits for OSS maintainers, while producing fixes
and how CVEs lack project context are the most challenging to
overcome. Despite this, OSS maintainers express adaptability and
openness to alternative systems, provided that they offer credibility,
visibility, and ecosystem compatibility, and most desire less hands-
on involvement while evaluating vulnerabilities. This work has im-
plications for the future design of inclusive, OSS developer-centered
vulnerability disclosure infrastructures, and gives a comprehensive
insight into how current aspects of vulnerability identifiers work
or do not work for the OSS community.
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1 Introduction
The Common Vulnerabilities and Exposures (CVE) system is a core
pillar of the cybersecurity industry and community, serving as an
authoritative source for reported and known security vulnerabili-
ties, with over 310,000 entries as of November 2025 [54]. Each time
a vulnerability is discovered and reported to MITRE, which man-
ages the CVE system, or an authorized CVE Numbering Authority
(CNA), the vulnerability is assigned a CVE identifier (CVE-ID) [51],
assuming that it is approved according to the CVE system’s accep-
tance criteria [53]. CNAs, which include industry vendors, major
open-source projects, bug bounty providers, and government agen-
cies, are authorized to assign CVE-IDs for products and software
packages within their scope, thereby supporting vulnerability man-
agement and remediation across the entire software supply chain.
By coordinating these efforts, the CVE system enables interoper-
ability between vulnerability databases and scanners throughout
the software ecosystem.

Security practitioners across industry rely on the CVE system
and the operations of the CNAs to identify and patch known vul-
nerabilities in their technology stack and dependencies, coordi-
nate disclosure, share threat intelligence, and reduce risks of ex-
ploitation [9, 70]. Disruptions to the CVE system would degrade
real-time threat coordination, leave automated scanners blind to
untracked issues, and delay patching across the ecosystem [38, 64].
Yet the system’s processes were largely designed around vendors
and CNAs that operate with dedicated security staff and incentives
to engage [6], which are conditions that do not hold for the open-
source software (OSS) ecosystem, where vulnerability management
is largely volunteer-driven and resource-constrained [13].

This mismatch makes OSS maintainers’ experience with CVEs
distinct from that of other CVE participants. Maintainers are fre-
quently solo or small-team contributors with minimal to no security
training [13], yet the CVE workflow expects them to advocate for
identifiers, produce CVSS scores, and coordinate with CNAs as
part of their volunteer efforts. While prior work has examined OSS
maintainers’ broader vulnerability management practices and their
handling of bug bounty submissions [11, 13], neither characterized
how maintainers engage with the CVE system specifically. We are
the first to investigate the perspective of OSS maintainers who have
had to create or triage CVE entries, and we provide the first ranking
of the significance of CVE-related factors (e.g., usability challenges)
from this perspective, offering insight into how the CVE system
impacts and can better support OSS maintainers.
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In this paper, we conduct a mixed-methods study that systemat-
ically identifies and quantifies the factors that affect OSS project
maintainers’ involvement in triaging CVE-assigned vulnerabilities.
Unlike prior work, we ask the maintainers of the OSS project to
rate the importance of factors, e.g., benefits and challenges, and
elaborate on their rankings to allow researchers and platforms to
prioritize exploring efforts to make the vulnerability disclosure and
triaging process more accessible, i.e., for those with little or no
security background. To do so, we explore the following:

RQ1: What are OSS maintainers’ perceptions, benefits, and chal-
lenges when working with CVE-assigned vulnerabilities?

RQ2: How important are such CVE-centered benefits and chal-
lenges to OSS maintainers? Why are they important?

We conduct three studies, described in Section 3, to address our
RQs: a survey (𝑛1 = 77) to list important perceptions, benefits, and
challenges of CVE creation and triaging alongside wanted aspects
during such processes (RQ1), a Likert-scale survey (𝑛2 = 109) to
rank the importance of 36 coded factors (RQ2) from the listing
study, and a semi-structured interview study (𝑛3 = 24) to contextu-
alize overall survey results. In summary, OSS project maintainers
cite fix prioritization and project health assessment as the most
beneficial aspects of CVEs, producing fixes and severity scoring
misalignments as the most challenging overall, and lacking project
context and difficulties with CVSS scoring as the most significant
usability challenges. Furthermore, we find that automated CVE
creation, i.e., less OSS maintainer involvement for CVE advocacy
and assignment, and risk assessment support are the most wanted
capabilities when assigning and triaging CVEs.

2 Related work
CVE-related investigations. Several studies investigate the CVE
system, particularly trends in vulnerability entries, the lifecycles
of reported vulnerabilities, and inconsistencies and issues with
vulnerability data. Neuhaus and Zimmermann [55] utilize topic
models on the description texts of 39,393 CVEs to identify prevalent
trends in available vulnerability data before 2010, and Chang et
al. [17] study 22,521 CVEs across four years to better understand
vulnerability trends within the CVE system and best inform security
professionals. Lin et al. [44] examine CNA practices to compare
trends between self-assigned and delegated vulnerabilities. Lim et
al. [43] analyze the frequency of CVE records from 2017 to 2023
with a focus on ransomware vulnerabilities.

Yang-Smith & Abdellatif [88] examine the lifecycle of 3,362 CVEs
in the Maven ecosystem to find that open-source maintainers priori-
tized patching severe vulnerabilities after disclosure, while Thomas
et al. [78] conduct an in-depth analysis of 207 CVE entries for
Siemens ICS devices to determine that the average time of the vul-
nerabilities existing before they were reported is 5.3 years. Wu et
al. [87] also investigate the Maven ecosystem, examining CVE data
to gain a deeper understanding of reachability and the complexities
of reachable paths for reported vulnerabilities.

Dong et al. [23] compare 78,296 CVEs and 70,569 vulnerability
reports to identify a high prevalence of inconsistent vulnerability
software versions, which is also supported by a previous study by
Nguyen et al. [56]. Guo et al. [33] examine over 133,000 CVEs and

found high rates of missing vulnerability aspects, including vulner-
ability type and root cause. Liu et al. [47] find, from a dataset of
over 50,000 security bulletins and blogs from 36 CNAs, that indus-
trial practices overlook the vulnerability aspects of attacker type,
attack scenario, steps to reproduce, and vulnerability validation
and exploitation. Zhang et al. [89] find 12,866 CVE entries that
have inconsistencies in CVSS scores with other entries with similar
vulnerability descriptions, and Sangaroonslip et al. [69] show that
in more than 156,000 CVE entries, only 0.1% are privacy related.
Li et al. [41] conduct a systematic study to better understand how
research utilizes vulnerability databases, and Ruohonen et al. [67]
examine the social network of the oss-security mailing list.

Collectively, this line of work establishes that CVE data is fre-
quently inconsistent, incomplete, or delayed. CVE records alone,
however, do not reveal who consults them or to what end. Such
records cannot establish how these data deficiencies affect the prac-
titioners expected to act on them, a gap our study addresses.
Vulnerability management, platform support, and severity
scoring. The National Institute of Standards and Technology (NIST)
provides authoritative guidance on creating internal vulnerability
management programs [50, 71]. Previous studies provide insight
into the vulnerability disclosure and management processes of ex-
isting groups, along with their issues and future directions [2, 10,
62, 65, 73]. Stevens et al. [73] discuss issues in Canada’s vulner-
ability disclosure process and the need for more straightforward
vulnerability disclosure and remediation paths in federal systems,
and Piao et al. [62] examine the vulnerability disclosure policies of
264 AI vendors. Achuthan et al. [2] compare the disclosure process
in FOSS to non-open source systems in India, while Perez et al. [65]
compare the vulnerability management practices of IoT-centric
vendors to other non-IoT-centric vendors by looking at more than
2,700 patches for IoT and non-IoT vulnerabilities. Other studies
and reports also share personal experiences of navigating the vul-
nerability disclosure and management process [19, 52]. Moura &
Heidemann [52] share their experiences of reporting a DNS vul-
nerability as researchers, and Chen et al. [19] documented their
experience of reporting vulnerabilities for over 15,000 IoT backends,
along with recommendations for improving disclosure practices.

Fischer et al. [24] conduct a time-series analysis on commits
across over 50,000 GitHub repositories to investigate the effects
of GitHub’s platform security features, which are in support of
vulnerability management for OSS maintainers. They found that
all the features investigated had a positive effect on the security
posture of OSS projects, but each feature differed significantly in
its effect size. Ayala et al. [13] conducted in-depth interviews with
OSS maintainers and identified particular barriers to their adoption
of OSS platform security features, including a lack of awareness
and the perception that such features are not necessary.

Prior work has explored methods to accurately determine CVSS
scores and severity, especially in project-specific contexts, which re-
mains an open challenge [49, 85]. Wu et al. [85] propose DIFFCVSS
to support vulnerability prioritization within the Linux ecosystem
by employing various techniques to assign different severity levels
to reported vulnerabilities based on the target Linux version. Luo
et al. [49] propose an automated vulnerability management system,
CVECenter, which has reported success in managing over 8,000
CVEs in a specific Linux distribution and reducing the mean time
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to fix bugs by providing an effective way to identify vulnerabilities
that require severity re-evaluation. While these studies confirm that
platform features improve security posture broadly, they do not
isolate CVEs as a distinct coordination mechanism or rank which
aspects of CVE engagement are impactful for maintainers.
Vulnerabilities and disclosure practices in OSS. There are two
recent studies closely related to and similar to ours. Liu et al. [46]
analyze the vulnerability disclosure practices of over 8,000 OSS
projects and conducted a survey with 770 OSS maintainers on pref-
erences in vulnerability disclosure models. Ayala et al. [13] conduct
a mixed-methods study with OSS maintainers with previously vul-
nerable projects to gain a deeper understanding of their views on
vulnerability management and platform security features.

Additional studies also focus on OSS projects and maintainers.
Ayala et al. [11] conduct a mixed-methods study with OSS maintain-
ers who interacted with huntr, a bug-bounty platform dedicated to
OSS projects, Ramsauer et al. [66] demonstrate that established dis-
closure practices in OSS have an unintended side effect of opening
up avenues of exploitability, e.g., fixes for vulnerabilities being dis-
cussed and then integrated privately, andWermke et al. [82] further
explored behind-the-scenes OSS vulnerability management prac-
tices. Pashchenko et al. [61] analyze OSS dependency vulnerabilities
and compare them to the 200 most popular OSS Java libraries used
by SAP, and find that most vulnerable dependencies are non-issues.

Tools and approaches have been proposed to support vulnerabil-
ity tracing, management, and disclosure practices in OSS [40, 76, 86].
Tan et al. [76] propose PatchScout to help correlate OSS commits
to CVEs in support of tracing patches, and Li et al. [40] propose
PatchFinder to trace links to patches for OSS vulnerabilities using
a framework with a patch retriever system and supervised fine-
tuning. Wu et al. [86] conduct an empirical study to assess the qual-
ity of affected OSS libraries and their ecosystems for inconsistencies,
then propose Holmes, an automated tool with a learning-to-rank
technique, to perform such identifications.

Our findings differ from such prior OSS bug bounty and advi-
sory studies, which gave little or no emphasis to fix prioritization,
patching assistance, or missing project context, and identified pro-
ducing fixes as, at most, a middling challenge. Our rankings instead
show that maintainers value CVEs most for determining what to
fix, while finding them least helpful for determining how to fix it.
Our work. As presented, there is an abundance of research that
uses CVE data, e.g., individual CVE entries and CVE-IDs, as part of
their training data and evaluation methods; however, such studies
largely treat CVEs as static artifacts and do not focus on the quality
of the CVE data or how practitioners interpret and utilize such data,
which our study does from the perspective of OSS maintainers.
Our study extends qualitative work that focuses on vulnerability
management and practices in OSS by isolating CVEs as a distinct
coordination mechanism within these processes and providing the
first ranking of factor significance from those who have reviewed or
advocated for CVEs, revealing unique perceptions and challenges
in the research space. Our work also confirms the aforementioned
challenges of using security features, but from the perspective of
CVEs, and contextualizes how these challenges manifest within a
standardized vulnerability identification infrastructure, and aims to
understand how initiatives like the CVE program can better support

OSS vulnerability management. Our sample also differs in partici-
pant background from prior human-factors work on vulnerability
management in operational settings [20], where nearly all of the
participants were employed professionals and roughly half held at
least partially managerial roles. Most of our participants maintain
unfunded projects as volunteers, and most report no security back-
ground (i.e., 73% of listing survey participants, 65% of Likert survey
participants, and 71% of interviewees).

3 Methodology
We leverage the methodology and three-study design of recent
work that studied the perspectives of OSS bug bounty reviewers
[11] to further examine the perspectives of OSS project maintainers,
focusing on those who have triaged CVE-assigned vulnerabilities
for their respective OSS projects. We conducted three studies to
address our research questions: (1) a Listing survey to identify
factors (RQ1), (2) a Likert-scale rating survey (RQ2), and (3) a follow-
up interview study. The survey studies capture OSS maintainers’
perceptions, challenges, and needs when working with CVEs, while
the interview study provides deeper context on these responses.
We include survey and interview instruments in our artifact [1].

The studies overlapped but followed a sequential deployment
process. The Listing survey initially produced 33 factors. Interviews
began in July 2025 after Listing participants indicated their willing-
ness to participate and clarified the developing codebook, yielding
three additional factors: limited scope, inconsistent formats, and
more centralization. These factors were incorporated before the
Likert-scale instrument was finalized in mid-August 2025.
Ethical considerations. To comply with GitHub’s terms of ser-
vice [31], we contacted maintainers with publicly available contact
information advertised as reachable to the general public or via an
external website, e.g., a personal homepage. We skipped recruiting
OSS maintainers whose contact information was not immediately
publicly available, e.g., avoiding using emails embedded in com-
mits [79]. Our institution’s ethics review board (IRB) approved
all three studies prior to deployment. Participants signed consent
forms that covered the study plans and their rights before data
collection began; all of our studies are also GDPR-compliant. We
include an extended ethics discussion as part of our artifact [1].

3.1 Listing survey study
To deduce factors, e.g., benefits, that impact OSS CVE management
and triaging practices, we conducted an online survey between
June 2025 and August 2025 with OSS maintainers from projects
with validated CVEs from the GitHub Advisory Database, or from
huntr or HackerOne bug bounty platforms (𝑛1 = 77).
Participant recruitment and piloting.We contacted OSS main-
tainers who own active projects with disclosed vulnerabilities from
the huntr and HackerOne bug bounty platforms and had publicly
advertised contact information in their GitHub security policy, e.g.,
security@PROJECT.org, or associated with the owning GitHub
account. We also filtered GitHub security advisories to those with
assigned CVEs, and were further deemed valid, i.e., contained a
legitimate vulnerability. Two researchers then manually examined
project profiles for metadata, discarding projects that do not fall un-
der our IRB-approved protocol, which excludes subjects who reside
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in OFAC-sanctioned countries and regions1, e.g., *ru or *qq.com
emails. Thus, we were left with 2,317 GitHub projects to potentially
recruit from. To further comply with GitHub’s terms of service [31],
two researchers examined GitHub profiles, discarding those who
do not have public contact information advertised to the general
public, through an external website or social media. We reach out
to 75% of such projects, 1,738 total, to reduce overlap between this
study and our Likert study, and obtain a response rate of 5.9%,
which is within the expected rate for online surveys (5-10% [84]).

We employ an open-ended listing approach for survey questions,
called free-listing [14], which is commonly used in research when
a domain is understudied, to gather a full breadth of responses. Al-
though the limitations of modern vulnerability scanners and CVE
systems have been studied in practice [6], we aim to gather insights
from OSS project maintainers who have triaged such vulnerabili-
ties, an underexplored perspective. We piloted the survey with 13
respondents to assess response quality and clarity of instructions
for each listing question. We then improved question wording and
encouraged respondents to list at least three factors per question
across the categories shown in Table 2, e.g., Overall benefits.
Survey details.We asked participants to list the factors associated
with CVE management and triaging in four categories: perceptions
of the CVE process, benefits of the CVE system, overall and usabil-
ity challenges when dealing with CVE-assigned vulnerabilities, and
wanted features during the CVE process. We also asked participants
to identify their OSS maintenance experience and industry back-
ground, as well as their security experience and project funding. We
end with demographics to get further understand our population.
Data analysis.We analyzed survey responses using exploratory
open coding [68]. Two researchers worked through responses in
batches, initially eight at a time and later six, independently as-
signing codes within each batch and then meeting to compare
assignments, reconcile disagreements, and revise the codebook be-
fore moving to the next batch. Two coders obtained substantial
agreement (Cohen’s 𝜅 = 0.78) on the first 30 Listing responses and
resolved disagreements through consensus, revisiting earlier re-
sponses whenever the codebook evolved. As each survey question
elicited multiple listings per factor category, the codebook stabilized
relatively quickly: 31.2% of responses yielded 26 of the 36 factors
(72.2%) reported in Table 2. 36 responses were then coded in parallel
with frequent consensus check-ins, resulting in 10 emerging codes.
11 responses were obtained after the final codebook was completed
and were absorbed into existing codes, indicating saturation.

3.2 Likert scale survey study
The listing study revealed a detailed list of factors considered by
OSS project maintainers, but not their relative importance. Thus,
we conducted another study between August 2025 and November
2025, asking participants to rate the importance of each factor, e.g.,
Overall benefits, using a five-point Likert scale (𝑛2 = 109).
Participant recruitment and piloting. We emailed maintainers
from 50% of the OSS projects described in Section 3.1, 1,159 projects
total, 33% of which had overlap with the Listing survey study. We
further expanded recruitment to include OSS projects with CVE-
assigned vulnerabilities from OSV.dev [58], a comprehensive OSS
1OFAC sanctions are economic and trade embargoes issued by the Office of Foreign
Assets Control (OFAC), an agency of the U.S. Department of the Treasury.

vulnerability database, yielding 471 more projects. Additionally, at
most one-third of Likert survey participants were from the Listing
survey, suggesting that most were newly recruited and helping to
reduce potential sampling bias. Overall, we obtained 109 responses
after contacting eligible participants, obtaining a 6.3% response rate
(109/1,721), which is within the expected rate for online surveys (5-
10% [84]) and higher than recent Log-Linear Bradley-Terry (LLBT)
Likert-scale studies with maintainers (5.4% in [11]), with an overlap
of 31.2% (34/109) between surveys.
Survey details. Survey participants were asked to rate each of the
36 factors on a five-point Likert scale (rows in Table 2). We ended
with standard demographic questions to understand our sample.
Data analysis. Because our goal is to rank the factors against one
another rather than report absolute agreement levels, we avoid
summary statistics (e.g., means) as they treat Likert-scale responses
as equidistant, which has been criticized by statisticians [21, 48,
83]. We instead fit a LLBT model to derive worth estimates (𝜋 ) to
capture the relative importance of factors on a preference scale [22].
Our LLBT-usage adapts the Paired Comparison Approach [21] and
follows recent work [5, 13]. Participants rated all 36 factors on a five-
point scale.We fit models per category because they capture distinct
constructs. Per participant and category, we compared every rated
pair of factors by the same participant: If factor 𝑓𝑗 received a higher
rating than factor 𝑓𝑘 , then 𝑓𝑗 was preferred to 𝑓𝑘 ; equal ratings
were treated as ties. This produced 𝑋 · 𝑁 (𝑁−1)

2 comparisons for 𝑋
participants and 𝑁 factors, e.g., benefits yield 3,052 comparisons.
The pairwise preference probability between factors 𝑗, 𝑘 follows
directly from these estimates as 𝑝 (𝑓𝑗 > 𝑓𝑘 |𝜋 𝑗 , 𝜋𝑘 ) =

𝜋 𝑗

𝜋 𝑗+𝜋𝑘 .

3.3 Interview study
We asked consenting and interested Listing survey participants
to participate in a remote semi-structured interview between July
2025 and October 2025 to learn more about why the factors they
listed were especially important to them (𝑛3 = 24). Interviewee
details and the interview guide are available in our artifact [1].
Participant recruitment and piloting. Interviewees were re-
cruited from participants in the Listing survey study (Section 3.1).
We invited Listing survey respondents who expressed interest to
participate in remote semi-structured interviews if they had cre-
ated or triaged at least two security reports with assigned CVEs,
allowing us to capture a range of review experience levels. We
piloted the interview protocol with four participants to evaluate
the semi-structured format, and based on the resulting response
quality, refined the interview questions to better focus our research
objectives. In particular, we made minor updates to four inter-
view questions to enhance their clarity and reduce the time spent
on follow-up clarifications, and removed five questions entirely
because they were repetitive. Revisions were confined to adding
follow-up questions and making minor structural adjustments, with
saturation reached and no further changes after the tenth interview.
Interview details. We conducted semi-structured interviews with
24 OSS project maintainers, each lasting an average of 52 minutes.
Prior to the interviews, participants received a study information
sheet via email, and verbal consent was obtained at the start of each
session. Participants were compensated with a $20 virtual gift card.
We began by asking participants about their project responsibili-
ties, followed by why their listed benefits, challenges, and desired
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factors were particularly important. Due to time constraints, we did
not cover all 36 factors shown in Table 2; instead, participants were
encouraged to describe factors they considered most significant,
which often led to discussion of other related factors. We then asked
about their familiarity with the CVE Record Lifecycle [51] and expe-
riences regarding CVEs for vulnerability triaging and assignment.
Finally, we asked how they would consider automated techniques
to improve the quality and speed of CVE evaluation.
Data analysis. All 24 audio-recorded interviews were transcribed
and verified for accuracy by two researchers. We applied thematic
analysis [15], starting with open coding [18] of each transcript
and progressing to axial coding [18] to deduce recurring themes,
e.g., 8 themes (Section 5.2). Throughout, we used memo writing
and constant comparison [32] to surface and resolve discrepancies
between within- and across-transcript instances and to develop
higher-level thematic categories. Consistent with reflexive thematic
analysis [15] and usable security approaches [5, 11, 82], we used
iterative consensus coding rather than frozen-codebook inter-rater
reliability (IRR). Two researchers independently coded the first 8
transcripts, then met over 3 calibration sessions. Both then indepen-
dently coded the remaining 16 transcripts, reconvening per batch to
resolve conflicts until no new codes emerged [18]. As our interview
analysis followed an iterative consensus process with an evolving
codebook, we do not report an IRR statistic. Instead, disagreements
identified during coding were discussed and resolved, and earlier
transcripts were revisited whenever new codes emerged.

3.4 Limitations
All of our data is self-reported, and participants’ shared experiences
may be incomplete or reconstructed after the fact. To mitigate this,
we triangulate our RQs across the three aforementioned studies so
that any factor surfacing in our results was either independently
produced by participants in open-ended listing or corroborated
across the Likert-scale and interview study. Each study was also
piloted and revised in response to participant feedback, as described
in the respective study subsections.

Participants may have varying experiences in triaging CVE-
assigned vulnerabilities, some more than others, but we view those
with less experience as still providing relevant perspectives or re-
flecting similar factors, e.g., Overall challenges. Further, since our
study only recruits OSS maintainers who have prior experience
creating or triaging at least two CVEs, it lacks perspective from
OSS maintainers who have never engaged with the process. While
our sample size, 24 interviewees and 186 survey respondents, is suf-
ficient for the qualitative claims and ranked comparisons we make,
it is not a probability sample of the broader OSS maintainer popu-
lation. Table 1 shows the variation we captured in education, OSS
experience, and security background. We also note that, because
survey participation was uncompensated and OSS maintenance is
largely volunteer work, our sample is likely to skew toward main-
tainers intrinsically motivated to discuss vulnerability disclosure.

4 Participants
Table 1 summarizes participants’ (1) self-reported demographics
and (2) experience. Our sample includes 77 participants from the
listing study, 109 from the Likert-scale study, and 24 interviewees.
Participants were primarily based in Europe and North America and

were predominantly male, consistent with prior qualitative studies
of OSS developers, which report similar distributions [11, 12, 34].
Further, this reflects a sample largely composed of experienced OSS
maintainers with substantial industry and project involvement.

Table 1: Participants across our three studies and demograph-
ics, various backgrounds, and project details. Acronyms listed
represent, respectively: listing (L) study, interview (I) study,
and Likert-scale (LS) study.

L I LS

Gender Man 67 20 93
Woman 9 3 15
Non-binary 1 1 1

Age 18-29 7 3 12
30-39 32 8 57
40-49 21 11 27
50+ 17 2 13

Residence Australia 2 1 0
Africa 2 0 8
Europe 34 13 51
Middle East 0 0 1
North America 32 8 40
South America 1 0 0
South Asia 3 0 1
Southeast Asia 2 1 2
Other 1 1 6

Education ≤ Completed high school 2 0 11
Trade/technical/vocational 2 1 2
College, no degree 11 2 24
Professional degree 3 1 5
Bachelor’s degree 28 9 21
Graduate degree 31 11 46

Years working < 1 year 1 0 7
in industry 1-5 years 5 1 10

5-10 years 18 5 40
10+ years 53 18 52

Years in OSS < 1 year 1 0 3
maintenance 1-5 years 12 2 9

5-10 years 25 10 42
10+ years 39 12 55

Has a security Yes 21 7 38
background No 56 17 71
OSS project has Yes 29 9 32
sponsorship or No 48 15 77
public funding

# of participants 77 24 109

5 Results
We identified 36 factors that OSS maintainers listed after having
dealt with CVE-assigned vulnerabilities, falling under five cate-
gories regarding CVEs: perceptions, overall benefits, overall chal-
lenges, usability challenges, and maintainer wants. A full list is
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Table 2: 36 factors identified from the listing survey study and interview study, divided into five categories as a result of software
vulnerability management efforts regarding CVEs. Acronyms listed represent, respectively: existing related work (RW), the
number of listing (L) survey study mentions, and worth estimates (𝝅 ), for ranking responses, from the Likert-scale survey
study. * indicates a tie between rankings in the Likert-scale survey study, i.e., worth estimates are equal. —† are factors that
emerged exclusively from the interview study prior to deploying the Likert-scale survey study. An extended version of this
table reporting confidence intervals for each corresponding worth estimate is included in our artifact [1].

Factors Description RW L 𝝅

Pe
rc
ep

ti
on Critical to cybersecurity CVEs are essential for timely & effective management. [42, 63, 74] 21 0.323

Should be reproducible CVEs should have proof-of-concepts & accurate risk levels. [85] 35 0.309
Reflect accountability CVEs reflect a sense of maturity & attention to security. [39] 17 0.190
CVEs are trustworthy CVEs are the most accurate & reliable disclosure sources. 11 0.174

O
ve

ra
ll
be

ne
fi
ts

Fix prioritization CVEs help prioritize fixes, e.g., based on their severity. 34 0.169
Assessing project health CVEs help determine areas of concern in OSS projects. [39] 7 0.145
Transparency CVEs provide transparency for affected projects. [13] 25 0.135
A go-to source E.g., “the CVE database is a solid resource for me” (P18). 23 0.125
External expertise CVEs provide access to security experts & their evaluation. [5, 11, 13] 18 0.121
Learning opportunities CVEs are an avenue of access to security knowledge. [17, 55] 19 0.105
Platform integration CVE-specific features are available in OSS platforms. [13, 35] 14 0.101
Patching assistance CVEs help OSS maintainers develop patches. [37] 13 0.100

O
ve

ra
ll
ch

al
le
ng

es

Producing fixes CVEs lack sufficient helpful information to lead to a fix. [76, 80] 34 0.220
Scoring misalignments CVE reports do not match practical severity. [3, 61, 72, 89] 31 0.150
Limited scope CVEs only cover publicly disclosed vulnerabilities. [66] —† 0.140
Disclosure time lag Delay in bug discovery & inclusion in the CVE database. [12, 49, 63] 14 0.118
Process ambiguity Maintainers are unsure on what qualifies for a CVE. [13, 26] 21 0.118
Can be noisy CVEs can cause vulnerability fatigue, e.g., too many alerts. [26, 82] 26 0.105
Information overload The content in CVEs is overwhelming. 20 0.080
Dispute complexity E.g., hard to simply “reject” or dispute a CVE entry. 9 0.070

U
sa
bi
li
ty

ch
al
le
ng

es Lack project context CVEs do not account for unique contexts in OSS projects. [82, 85] 26 0.170
CVSS complexity Difficulty producing accurate & consistent CVSS scores. [72, 89] 37 0.140
Poor data quality CVE entries provide only basic information. [23, 33] 28 0.127
Lack of automation E.g., CVEs are missing automated patch support. [37] 33 0.121
Inconsistent formats There is no consistent CVE ingestion format. [81] —† 0.118
CVE process friction Too much involvement for CVE assignment & follow-ups. [13, 52] 3 0.113
Operational overhead E.g., additional tracking for CVE updates is often manual. [49] 8 0.109
Poor communication Ineffective communication between CVE stakeholders. [5, 11, 13] 17 0.101

M
ai
nt
ai
ne

r
w
an

ts

Automated CVE creation Less OSS maintainer involvement for CVE advocacy. [24, 45] 17 0.132
Risk assessment support E.g., context-aware risk assessment of OSS projects. [74] 36 0.131
Feedback mechanisms For reporting poor or low-quality CVEs. 8 0.131
Accessible resources Resources for those without a security background. [11, 13] 29 0.128
Scoring assistance Guidance for the vulnerability scoring process. 21 0.122*
Clear CVE criteria Guidance for determining whether or not a CVE is needed. [59, 73] 17 0.122*
Better communication Mechanisms for communication between CVE stakeholders. [5, 11, 13] 10 0.122*
More centralization Preference for OSS ecosystem-specific advisories. [24] —† 0.110

provided in Table 2, where we also include relevant prior work for
each factor when applicable. In the following section, we report
and discuss the results of 24 semi-structured interviews with OSS
maintainers, which are cross-analyzed with survey results, e.g., our
listing study. We report quotes as transcribed with minor grammat-
ical corrections and omissions, e.g., using “[...]”, for readability.

The CVE system has been studied extensively, with characteriza-
tions of vulnerability propagation and bug-hunting economics, but
rarely from the perspective of OSS project maintainers.We are the
first to investigate this perspective, and we provide the first
ranking of characteristics’ significance, e.g., CVE usability
challenges, derived from maintainers who have advocated
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for or triaged CVE-assigned vulnerabilities. This perspective
matters because most maintainers operate without dedicated secu-
rity training, yet are expected to engage the CVE system, which is
designed around vendors and CNAs, with different resources.

We report the number of interview participants who discussed
or elaborated on a given topic (I ), the number of listing study par-
ticipants who mentioned a factor (L), and the relative importance
of factors based on Likert-scale worth estimates (𝝅 ). Such rela-
tive importance of factors in a category, e.g., Overall benefits, to
participants is based on a Likert scale, where a higher 𝜋 value in-
dicates the probability of one factor being preferred over another,
i.e., 𝜋 ∈ [0, 1], and the sum of worth estimates in a category is 1.

5.1 How CVEs are perceived by OSS maintainers
The nature of the OSS ecosystem encompasses collaboration, trans-
parency, and community. When OSS vulnerabilities are disclosed,
OSS maintainers are made aware of these security bugs through
various channels, such as Dependabot alerts generated from the
GitHub Advisory Database for potentially affected projects [30].
However, when vulnerabilities have an assigned CVE-ID, some
interviewees felt they carry additional weight; therefore, CVEs can
influence how vulnerabilities are prioritized, triaged, and resolved.
On the criticality and weight of CVEs. Although not the most
mentioned in the listing study, critical to cybersecurity is the highest-
ranked perception by OSS maintainers (𝐿 = 21, 𝜋 = 0.323). This
perception is consistent with fix prioritization being the most impor-
tant benefit (𝐿 = 34, 𝜋 = 0.169), as CVEs help patch priority [16].

During interviews, OSS project maintainers described the im-
portance of ensuring that vulnerabilities with assigned CVEs, or in
the process of obtaining a CVE, should be addressed quickly, often
ahead of other reported issues. Almost half of the interviewees
asserted that CVEs indicate a sense of “urgency” (P6) and should be
handled in a timely manner. Further, others mentioned how they
feel “like [I am] contributing to the greater good [...] it’s probably
giving more priority to fix it” (P12) when a CVE is assigned and is
able to propagate through the OSS vulnerability lifecycle to alert
other affected projects [12].

Some interviewees also felt that although CVEs are critical to cy-
bersecurity, they carry disproportionate,“unnecessary” (P7) weight
compared to security issues without CVEs or those that would not
be assigned a CVE. A few interviewees mentioned how they simply
do not assign CVEs to reported vulnerabilities because they are
only concerned with producing a fix. For instance, an interviewee
stated, “I don’t care enough, I don’t need the CVEs for my project”
(P7), which is consistent with a recent study that studied how OSS
maintainers handle bug bounty reports [11]. However, most inter-
viewees recognize how CVEs serve as a mechanism to catalog and
track valid vulnerabilities.
Expectations of rigor. Should be reproducible is the most listed
perception by OSS maintainers (𝐿 = 35, 𝜋 = 0.309) and ranked as
second in the perception category, i.e., OSS maintainers believe it is
very important for CVE exploits to be reproducible and have accu-
rate severity accordingly. However, OSS maintainers also mention
how producing fixes (𝐿 = 34, 𝜋 = 0.220) and scoring misalignments
(𝐿 = 31, 𝜋 = 0.140) pose the most challenge when consulting CVE
information during patch development, raising quality concerns
for CVE-assigned OSS vulnerabilities.

Some interviewees described how they believe that consulting
CVEs should be sufficient on their own to reproduce security bugs.
In particular, an interviewee stated how they “often reproduce the
issue myself, but it’s much easier when the CVE includes severity
and reproduction steps” (P17). Another interviewee reinforces this
idea by describing how “if [a CVE] doesn’t include a risk level, we
can’t assess priority” (P4). These perspectives underscore OSS main-
tainers’ expectations that CVEs should meet a baseline of rigor
and further highlight how gaps in CVE detail can delay fixes and
mislead interpretations of priority.

Some interviewees believe that proof-of-concept and accurate
risk levels are not as important for CVEs. An interviewee stated how
“proof-of-concept isn’t always necessary, we just check if the patch
is relevant to our code” (P2). In addition, a few other interviewees
who work with companies or have chosen to commercialize their
OSS projects described how they only focus on patching whenever
possible to minimize the number of unresolved CVEs that may
be found in their project, regardless of rigor. “They will care if a
security issue arrives, you know, because they’ll have implications”
(P19). Such perspectives reflect a results-first mindset amongst OSS
maintainers and a limited value they see in CVE rigor when fixes
are the end goal.
Legitimacy and accountability. CVEs reflect accountability (𝐿 =

17, 𝜋 = 0.190) and are trustworthy (𝐿 = 11, 𝜋 = 0.174) are the least
expressed in all three studies regarding CVE perceptions. Despite
their central role in the vulnerability disclosure ecosystem, OSS
maintainers downplay their perceptions of CVEs as reliable signals
of legitimacy or accountability, i.e., CVEs do not necessarily reflect
a sense of maturity and attention to security, nor are they the most
accurate and reliable disclosure sources.

A few interviewees cited how CVE presence provides credibility.
For instance, an interviewee mentioned how they felt “having a
CVE shows that our project takes security seriously” (P17). However,
some others described how they treat CVEs “with a grain of salt”
(P8), reflecting a sense of low expectations for what CVEs may
have to offer. An interviewee stated how “some maintainers just
ignore CVEs entirely [...] I don’t think that makes them less mature”
(P5). These contrasting perceptions of accountability show how
maintainers may see CVEs as signals of credibility, “just another
issue” (P15), or are noisy.

A few interviewees argue that CVEs are the most accurate and
reliable sources of disclosure for OSS vulnerabilities. One of them
stated that they “usually trust the CVE database more than com-
munity forums or random GitHub issues” and that “[CVEs] are the
closest thing we have to an official source of truth” (P24). This per-
ception of CVEs from OSS maintainers is underrepresented in our
studies, highlighting the limited extent to which OSS maintainers
regard CVEs as authoritative sources of vulnerability disclosure.
Prior vulnerability management research in enterprise and vendor
settings [20, 44] generally assumes CVE databases are authoritative
by default; our finding that OSS maintainers do not share this as-
sumption suggests that trust in CVEs must be earned through data
quality and usefulness rather than institutional backing alone.

5.2 What CVEs enable for OSS maintainers
All three of our studies reflect that most maintainers feel that CVEs
provide “an incentive to keep their users safe” (P18), positioning CVEs
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as both a motivator for action and transparency for downstream
users and dependencies. OSS project maintainers feel it is important
to dedicate additional efforts to understand what CVEs have to offer
regarding balancing project goals with security, e.g., when a security
alert is received on GitHub [30].
Security actionability. As mentioned above, study participants
resonate most with the perception that CVEs are critical to cyber-
security (𝐿 = 21, 𝜋 = 0.323) as demonstrated in our Likert-scale
study. In particular, participants feel that CVEs are most beneficial
for fix prioritization (𝐿 = 34, 𝜋 = 0.169) and are particularly helpful
for assessing project health (𝐿 = 7, 𝜋 = 0.145). However, partici-
pants felt that CVEs are the least beneficial for patching assistance
(𝐿 = 13, 𝜋 = 0.100), which is consistent with how participants re-
ported using CVEs for producing fixes (𝐿 = 34, 𝜋 = 0.220) is the
most challenging, which we describe in detail in Section 5.3. These
results reflect how maintainers can view CVEs less as authoritative
records and more as prioritization and project-level evaluation.

Most interviewees described previous experiences in which they
used CVEs to prioritize fixes. For instance, an interviewee described
how “I still prioritize them [...] I would fix it, anyway, so that’s not the
question, but CVEs give more priority to fixing it, I’ll escalate it.” (P1).
Another interviewee emphasizes this perspective by stating how
“naturally all the other things get lower priority and it takes longer
until we can deliver them” (P16), and a few of whom reference how
having sponsorship for their projects immediately shifts focus to
prioritizing security patches. On the other hand, a few interviewees
felt CVEs are burden-inducing bugs that can be overwhelming,
and describe how they “already have so much on [their] plate, so
[CVEs are] kind of low down there” (P21). These perspectives reflect
how, although CVEs provide a sense of weight to prioritize patch
development, their symbolic urgency may outpace the resources
maintainers have to respond promptly, which is consistent with
prior work [12].

A few interviewees also talked about how they use CVEs to
assess the health of their own projects and adopt upstream projects
as dependencies. An interviewee stated how “it’s not perfect, but
it gives a snapshot of how I treat the security of my projects” (P21),
i.e., timely CVE remediation indicates a healthy project. Another
interviewee described how “when we evaluate new dependencies,
the number and age of CVEs is a good health signal” (P6), indicating
how CVEs can provide a heuristic for evaluating the reliability
of dependencies. Another interviewee mentioned how “projects
may still have open CVEs because they don’t bother to close them”
(P7), highlighting the difference between closure and maintenance
processes without necessarily reflecting poor security practices.
Transparency and usability benefits. The third most beneficial
factor for CVEs is transparency (𝐿 = 25, 𝜋 = 0.135), and study
participants describe CVEs as the go-to source (𝐿 = 23, 𝜋 = 0.125)
for vulnerability information. Prior work finds that security report
visibility can help discover vulnerabilities that were previously not
noticed by developers [7, 13]. Further, participants felt that platform
integration (𝐿 = 14, 𝜋 = 0.101) of CVEs in OSS, i.e., features that
allowmaintainers to easily advocate for CVEs as part of the triaging
workflow, is particularly beneficial. Ayala et al. [13] also find that
OSS maintainers appreciate platform security features when they
are integrated into development workflows, since this increases
usability and advocacy.

Almost half of the interviewees recognize the value of trans-
parency of CVEs, e.g., for prioritizing fixes, and how transparency
embraces general OSS principles, keeping users up to date, and vis-
ibility through proper disclosure. An interviewee mentioned how
“I’ve had users thank me for being transparent because I file CVEs
[...] downstream users appreciate that they can track known issues
through CVEs” (P22), indicating responsibility for disclosure prac-
tices that align with broader OSS principles of openness. Another
interviewee reinforced this concept by stating how “the presence
of CVEs does not mean that a project is unhealthy, sometimes it just
means that they are transparent” (P23). On the other hand, most
interviewees expressed frustrations with how “just listing CVEs
doesn’t make things transparent, context is always missing” (P8),
perspectives which we dive deeper into in Section 5.4.

Some interviewees also expressed using the CVE database as a
go-to source and described positive experiences with using CVE-
specific platform features while triaging vulnerabilities. An inter-
viewee described the CVE database as “a centralized place to verify
whether an issue is legit [...] it’s the first place I cross check if some-
thing’s flagged in a scan” (P3). Another interviewee mentioned how
“it’s nice when GitHub automatically links a CVE to a security advi-
sory [...] it puts it straight into our workflow of here’s the advisory, and
we do the work in the advisory” (P4). However, some interviewees
feel that “the integrations are inconsistent, some tools surface CVEs,
others bury them or mislabel them [...] dependency transparency has
improved more from SBOMs [software bills of materials]” (P19). This
complements prior work where OSS maintainers found limitations
of OSS security features, e.g., noisiness [13].
A source of security expertise and learning. Participants ranked
external expertise (𝐿 = 18, 𝜋 = 0.121) and learning opportunities (𝐿 =

19, 𝜋 = 0.105) as the fourth and fifth most beneficial factors of CVEs,
respectively. In particular, OSS maintainers feel that CVEs provide
access to security experts and their evaluation of vulnerabilities,
and an avenue of access to security knowledge. Prior work shows
that this factor is also the case for bug bounty reports [11].

Most interviewees extensively describe using CVEs as a means to
gather a security expert’s perspective of project vulnerabilities or as
a learning opportunity. An interviewee described their experience
“having that external review helps validate whether something really
is a security issue and is a way for us to benefit from people who
specialize in security, even if I don’t have that expertise internally”
(P8). Another interviewee stated how they “can study how my past
vulnerabilities and my project were fixed [...] I’ve learned more from
CVEs than I have from most security tutorials” (P16). A few others
described negative experiences regarding CVEs, such as “automated
scanners submitting CVEs, there’s no expert behind it” (P5). The
educational value of CVEs for OSS maintainers depends on the
quality (Section 5.4) and depth of the information they provide, not
just their existence as identifiers.

5.3 CVE limitations in OSS practice
Although OSS maintainers express how CVEs shine in fix priori-
tization and providing a metric in which OSS projects handle and
disclose vulnerabilities, most of the participants in our three stud-
ies expressed general frustration with the development of patches
and misalignments of the severity score for CVE-assigned vulner-
abilities. OSS maintainers also feel that CVEs often make routine
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vulnerability management more cumbersome than needed, intro-
ducing administrative overhead and sometimes distracting from
implementing timely fixes.
Developing patches. Participants felt that the use of CVEs for
producing fixes (𝐿 = 34, 𝜋 = 0.220) is the most overall challenging
factor, which is consistent with how participants reported how
CVEs are the least beneficial for patching assistance (𝐿 = 13, 𝜋 =

0.100). Half of the participants expressed frustration with howCVEs
do not contain relevant potential fixes or only basic information.
Prior work has acknowledged automated CVE analysis challenges
[4]; we discuss how maintainers deal with such challenges.

Most interviewees described past experiences in triaging “am-
biguous” (P21) CVEs that lack fixes relevant to their projects. An
interviewee explained how their team has “seen CVEs that just
point to a commit without a patch or mitigation” (P13). Another
interviewee stated how “many CVEs say what the problem is but
not how to fix it [...] it would be great if CVEs included recommended
fixes” (P5), further reflecting the lack of suggested fixes or infor-
mation gaps that are meant to take place during the CVE Record
Lifecycle [51]. On the other hand, a few interviewees expressed
how CVEs are not always meant to provide a direct solution, but
help guide towards a solution to the vulnerability, e.g., “the CVE
should describe the vulnerability, not solve it for you” (P10). OSS
maintainers view CVEs as awareness signals, though they express
that sometimes CVEs are insufficient on their own for full reme-
diation. Prior OSS bug bounty and advisory work [11, 12] does
not surface fix production as a prominent maintainer concern; its
position as our top-ranked overall challenge, alongside patching
assistance as the lowest-ranked benefit, indicates that the CVE
system’s separation of disclosure from remediation is a primary
friction point for maintainers, most of whom report no security
background.
Inaccuracies and noise. Participants report that the second most
overall challenging factor for CVEs is scoring misalignments (𝐿 =

31, 𝜋 = 0.150), where the severity reported in CVEs is deemed
incorrect by OSS maintainers for practical severity. Furthermore,
participants reported that CVEs can be noisy (𝐿 = 26, 𝜋 = 0.105),
the third most listed challenge, and can cause information overload
(𝐿 = 20, 𝜋 = 0.080), i.e., the content of CVEs is overwhelming,
as the sixth and seventh most challenging, respectively. In prior
work, dependency alerts with CVEs are known to be potentially
noisy [82], and overstated severities have been reported that (1)
studied OSS bug bounty reports [11] and (2) revealed concerns
about low-quality or noisy reports from bug hunters [7]. Most
interviewees also indicated the need for accurate and automated
risk assessment.

Some interviewees in our study expressed concerns about over-
stated severities reported in CVEs. For instance, an interviewee
described how their team has “had low-risk bugs get CVSS 9.8 scores
just because of hypothetical attack paths [...] this is really something
like at most 5.1” (P24). In addition, a few others felt that “users see a
high severity and assume the worst [...] it causes unnecessary panic”
(P7), highlighting how inflated CVE severity scores can distort user
perception of practical impact. While CVSS score inflation has been
documented in NVD-level analyses [89], our findings reveal the
downstream human cost of OSS maintainers having to manage user
panic and pressure from scores they had no role in producing.

However, a few interviewees shared a similar perspective to how
initial CVE scoring “is still a useful starting point for prioritization
[...] we don’t treat the score as gospel” (P1), describing such scores
as an indication for fix prioritization, described in Section 5.2, and
how it is accepted by maintainers as not the ground truth; thus
reflecting the least agreed perception that CVEs are trustworthy.

Some interviewees also described their past experiences with
CVEs as noisy and containing too much information. In particular,
an interviewee shared a story about their co-maintainer, “but the
like one million projects that use [redacted] got a bunch of CVE noise
and the maintainer, who like a couple of years later burned out and
like rage deleted his GitHub account, ended up having to publish a
patch to an old version of [redacted] just to shut up the warnings”
(P22). Another interviewee stated, “CVEs often come with too much
boilerplate or jargon [...] sometimes [CVEs] are so verbose that the ac-
tual issue gets buried” (P24). These same interviewees also reference
using CVEs through dependency alerts, e.g., from Dependabot [30],
but are dissatisfied with the lack of concise, actionable detail. A
few others shared how they “prefer more context, but most CVEs I’ve
seen are pretty short” (P2).
Scope and process challenges. OSS maintainers rank limited
scope (𝐿 = 0, 𝜋 = 0.140)—i.e., CVEs only cover publicly disclosed
vulnerabilities—as the third most overall challenging factor in our
Likert-scale study. Although this challenge was not reported in our
Listing study, some interviewees argue the importance of publicly
disclosing security patches and advocating for CVEs whenever
possible so that downstream projects are alerted. In addition, our
participants report disclosure time lag (𝐿 = 14, 𝜋 = 0.118) and
process ambiguity (𝐿 = 21, 𝜋 = 0.118) in CVE disclosure as the
fourth and fifthmost overall challenging factors, respectively. Lastly,
participants rank CVE dispute complexity (𝐿 = 9, 𝜋 = 0.070) as the
least challenging factor when dealing with CVEs.

Prior work has explored identifying silent security patches just
in time when they are released for ensuring robust and secure
maintenance practices in OSS [77]; however, some interviewees
described instances and expressed frustration in which other main-
tainers quietly fix vulnerabilities and do not disclose them —“I know
other maintainers patch security issues that never became CVEs be-
cause they chose private remediation [...] that’s a gap” (P9). Further,
interviewees also described ambiguity around what qualifies for
a CVE. One of whom stated, “I again, going back to that thing of
like what’s valid? What’s not valid, right? Like someone being able
to digest an issue, then assess a recommendation [...] it takes a lot of
the thought process and ambiguity” (P21). Some others discussed
how automated CVE assignment, e.g., from an upstream CNA such
as huntr, which initiates the CVE assignment process on behalf of
maintainers for validated vulnerabilities, is preferred since “there’s
no ground truth checklist or standard guidance, it’s mostly guesswork
[...] my general rule is user-focused and practical security impact”
(P14). Half of the interviewees also expressed a need for clear CVE
criteria, which we explore in Section 5.5.

Some interviewees also felt that the disclosure time lag is partic-
ularly challenging to deal with during the CVE triaging pipeline.
In particular, an interviewee stated, “sometimes I patch an issue and
weeks go by but the CVE didn’t show up until much later” (P22).
Recent work has revealed how such bottlenecks occur during Step
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6 of the CVE Record Lifecycle, where CNAs are required to sub-
mit the minimum required data elements are included in the CVE
Record so that it is published to the CVE List [12, 51]. However,
some interviewees insisted on how “honestly, I care more about our
GitHub advisory than when the CVE goes live” (P1), challenging the
expectations of having vulnerabilities centralized in CVEs.

Although our participants see CVE dispute complexity as the
least challenging factor of triaging CVE-assigned vulnerabilities,
some interviewees shared detailed opinions on the matter. An inter-
viewee shared their experience, “I have no idea who to contact or how
to appeal [...] there’s no clear mechanism to say, this doesn’t apply,
and now this CVE is permanent in the CVE database” (P20). The
ability to successfully appeal a CVE, e.g., because it is inaccurate,
remains an ambiguous process for a few interviewees.

5.4 Usability and operational frictions
OSS maintainers also express usability and operational frictions
during and after the CVEs Record Lifecycle, i.e., when playing an
advocate role for CVEs or a recipient of dependency alerts con-
taining CVEs. This includes, but is not limited to, computing CVSS
scores for CVEs, communicating with relevant stakeholders, and
triaging CVEs that may be deemed irrelevant or low-impact.
Lacking project contexts and data inconsistencies. Participants
in our studies cite lack project context (𝐿 = 26, 𝜋 = 0.170) and CVSS
complexity (𝐿 = 37, 𝜋 = 0.140) as the most challenging usability
factors when triaging CVE-assigned vulnerabilities. These factors
are consistent with the third-ranked CVE usability challenge in
our Likert-scale study, poor data quality (𝐿 = 28, 𝜋 = 0.127), and
further need for risk assessment support (𝐿 = 36, 𝜋 = 0.131) and
scoring assistance (𝐿 = 21, 𝜋 = 0.122). OSS maintainers feel that the
current state of CVEs does not account for unique contexts for their
projects, and question the quality of CVEs and their assessed impact.
Wermke et al. [82] report how vulnerabilities in dependencies, e.g.,
transitive dependency CVEs, often turn out to be false positives or
irrelevant for participants’ projects.

Half of the interviewees in our study described previous experi-
ences with triaging unclear or low-quality CVEs for their projects.
For instance, an interviewee recalled that “the CVE just said re-
mote code execution, like what are we supposed to do with that? It
wasn’t a super detailed report as I’d like it to be [...] if it’s remote
code execution it’s always seems to be considered massively severe
which I get, but then contextually within the actual application in
my project it doesn’t end up being severe” (P4). Furthermore, this
interviewee later discussed how “sometimes [CVEs] ignore context
like whether it’s behind auth, or if it’s even reachable in real deploy-
ments, it’s frustrating” (P4). Some interviewees shared an opposite
perspective—“CVEs can’t be custom-fit to every project [...] we create
an advisory when something seems off. If people need more detail,
then they should read that instead” (P2). These contrasting perspec-
tives reflect (1) how maintainers balance the need for contextual
accuracy with the expectation that CVEs remain general-purpose
identifiers and (2) serve as motivation for discourse regarding vul-
nerability centralization. Prior vulnerability management research
has focused on context loss at the NVD or scanner level [4, 45]; our
finding elevates this context loss to the top usability barrier because
OSS projects vary in deployment context, which is a dimension the
CVE system was not designed to capture.

Some interviewees also deemed CVSS calculations, e.g., produc-
ing accurate and consistent CVSS scores for CVE-assigned vul-
nerabilities, as difficult to use. An interviewee described how they
“always have issues with calculating a CVSS score [...] the vector strings
are cryptic and subjective, you can make a case for multiple scores.”
(P15). Prior work has argued that CVSS scores are still inadequate
for both their intended purpose and as a proxy for risk to a vul-
nerable system [72]. A few other interviewees share a contrasting
perspective—“we use the calculator as a guide, the complexity hasn’t
been a major blocker [...] it’s not perfect, but [CVSS] gives us a consis-
tent rubric across projects” (P23). Although maintainers have mixed
experiences with the calculation and interpretation of CVSS, it
persists as a default mechanism.
Too much manual effort. The lack of automation (𝐿 = 33, 𝜋 =

0.121) was the fourth-ranked usability challenge for CVEs in our
Likert-scale study. Furthermore, participants felt that CVEs have
inconsistent formats (𝐿 = 0, 𝜋 = 0.118), i.e., there is no consistent
CVE ingestion format, which was the fifth most challenging usabil-
ity factor in our Likert-scale study. Although this factor was not
mentioned in our listing study, interviewees brought attention to
how there is no standardized structure among security advisories,
widely adopted OSS vulnerability databases, e.g., OSV.dev [58], or
tooling for CVEs; however, participants in our Likert-scale study
felt more centralization was the least important need.

Despite the availability of platform security features across plat-
forms that support CVE assignment, e.g., to an upstream CNA,
some interviewees felt that there is a lack of automation when
triaging CVEs. An interviewee stated, “we patch dozens of CVEs a
year [...] we end up Googling or digging through commits just to figure
out what to do, why the hell isn’t that automated?” (P4). A few of
these interviewees implemented custom tooling so that their team
automatically retrieves upstream patches if available, “we built our
own scripts to pull in upstream patches for CVEs, but it’s brittle [...]
automation would save us weeks” (P20). Furthermore, these inter-
viewees argued that inconsistent CVE formats make it difficult to
ingest CVEs for custom tooling.

However, some interviewees were skeptical of using automation
methods to triage CVEs. For instance, an interviewee described
how “automating CVE patching sounds great until you break the
prod branch [...] CVEs don’t capture all the context, as intended, so
you still need human judgement” (P16). Another interviewee warned
against full automation, “if every CVE auto-patched, you’d have chaos
[...] dependencies don’t all move at the same pace so not every fix
applies cleanly” (P23). In addition, a few interviewees pinpointed
how inconsistent formats are downstream tooling problems and
not CVE problems. Overall, these perspectives highlight that while
automation could improve CVE usability by reducing busy work,
reliability suffers without human oversight.
Systemic burdens. Participants in our three studies describe CVE
process friction (𝐿 = 3, 𝜋 = 0.113), poor communication (𝐿 = 17, 𝜋 =

0.101), and operational overhead (𝐿 = 8, 𝜋 = 0.109) as the least
challenging usability factors when triaging CVEs. In particular,
OSS maintainers feel that there is too much involvement during
and after CVE assignment, tracking, and follow-up communication
between relevant stakeholders, e.g., dependent projects.

A few interviewees described the frictions of the CVE process
and operational overhead in detail, e.g., “GitHub is actually worse in
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that aspect because you have to go to the security issue, request a CVE,
it takes a couple of minutes, or it could take even days. And then you
get the CVE, and then you can work the issue, close it, and patch it, it’s
a very complicated process” (P21). Another interviewee recounted
their challenge with tracking, “we thought once a CVE is issued
it would go to the NVD or something, instead, I’m chasing updates
across three or four systems [...] we use a separate spreadsheet just to
track CVEs and their status” (P9). Regarding CVE assignment, this
particular interviewee, i.e., whose project is its own CNA, stated
how “CVE tooling is minimal, we’re basically emailing back and
forth [...] it feels like filling out your taxes” (P9). In contrast, a few
interviewees noted that although the process can be tedious, they
see these steps as a necessary safeguard to ensure accuracy and
accountability. One maintainer explained that “it also forces us to
document properly, slow down enough to validate the patch and sched-
ule a release” (P18). In summary, although some OSS maintainers
see CVE processes as overhead, others value them as safeguards
for accuracy and accountability.

A few interviewees also expressed frustration about ineffective
communication with CVE stakeholders. An interviewee recalled,
“we sent questions to our CNA and didn’t hear back for weeks [...] no
one tells you what happens after you submit, it just disappears” (P12).
Prior work situates such friction inside organizations, e.g., com-
plex systems, poor defaults, unclear internal responsibilities [20].
The friction here is external, occurring at the boundary between a
project and CNAs, MITRE, and the NVD, where maintainers have
no standing and no escalation path [57].

On the other hand, another interviewee described relatively pos-
itive experiences with the CVE process, “we’ve never had issues
communicating with MITRE or the CNA once we knew the process,
even when things came up that we needed to fix or address” (P6). A
few other interviewees also shared this perspective. The varying
communication experiences between OSS maintainers and stake-
holders are inconsistent, but these interactions could shape trust in
CVE reporting and triaging for future reported vulnerabilities.

5.5 CVE factors desired by OSS maintainers
Despite the importance of understanding CVEworkflows and sever-
ity scoring, given how Dependabot is the primary method of alert-
ing affected projects about security updates on GitHub [29], most
of the OSS maintainers in our studies do not have a security back-
ground. Lastly, we asked participants about additional features or
improvements to reduce additional work while creating, triaging,
and following up with CVE-assigned vulnerabilities that would
benefit their current approaches the most.
Decision support. Our participants expressed the greatest desire
for mechanisms that support automated CVE creation (𝐿 = 17, 𝜋 =

0.132) when triaging security reports to reduce their involvement
for CVE advocacy to upstream CNAs, e.g., GitHub Security Lab.
In addition, participants also want clear CVE criteria to determine
whether or not a CVE is needed. Overall, OSS maintainers described
these wants as essential to (1) streamline vulnerability disclosure
and (2) reduce the manual burden of CVE advocacy.

Half of the interviewees in our study argued for more automation
during the CVE advocacy process. For instance, an interviewee
stated, “I wish security bugs could just be detected and boom, CVE
assigned and sent off [...] this would be a dream, we could just confirm

and move on to all the other things we have on our plates” (P9). In
addition, some interviewees felt that CVEs are a very subjective
method of evaluating the impact of vulnerabilities—“I have no idea
what like objectively qualify something is worth having a CVE, I don’t
even know what CVE stands for, sometimes we ask other maintainers
because it’s not clear at all [...] if somebody asks nicely I’ll advocate
for it” (P15).

In contrast, a few interviewees felt that more automation is not
the answer, e.g., “automatic CVEs would just add more noise, I really
don’t think every security issue deserves one [...] we’ll be drowning in
low-impact CVEs nobody takes seriously” (P5). Furthermore, a few
interviewees argued that CVEs are not necessary for small projects,
one of whom stated, “my stuff isn’t that widely used? So it’s like, okay,
it doesn’t really matter if there’s a vulnerability in my code because
it’s just a project that [I] did on the weekend” (P17). Regarding clearer
CVE criteria, a few interviewees advise other maintainers to “just
use your best judgment, not everything needs a rulebook [...] when
you’re so busy juggling all these issues around, just follow your gut”
(P14). OSS maintainers feel that although automation and clearer
CVE criteria could ease the burden of CVE advocacy, they also
risk introducing noise and oversimplifying nuanced decisions that
will hinder valid vulnerabilities from reaching maximum aware-
ness and timely disclosure. Prior work on automated vulnerability
handling has emphasized the technical feasibility of detection and
repair [24, 87]; our participants’ desire for automation is driven less
by detection accuracy than by the administrative burden of CVE
advocacy and unclear assignment criteria, a friction reported even
by a maintainer whose project is itself a CNA (P9).
Scoring support and resources. In our Likert-scale study, partici-
pants ranked risk assessment support (𝐿 = 36, 𝜋 = 0.131) the second
most wanted factor when triaging CVEs, followed by accessible re-
sources (𝐿 = 29, 𝜋 = 0.128) and scoring assistance (𝐿 = 21, 𝜋 = 0.122)
as the fourth and fifth ranked wants, respectively. In previous
work, maintainers have mentioned similar needs with respect to
OSS-centered platform security features [13], e.g., assisted triaging
and accessible resources for vulnerability management; further,
researchers have questioned the use of CVSS to evaluate vulnerabil-
ities, citing that the CVSS scoring algorithm is not justified, either
formally or empirically [72].

Half of the interviewees in our study want context-aware risk
assessment of their projects when receiving or advocating for a CVE
and guidance to produce an accurate severity score. For example,
some interviewees shared the perspective of how “it would help
if the scoring factored in the practical perspective, like is this code
path even reachable in most builds? [...] we need tools that tell us
does this vulnerability actually put our users at risk?” (P23). Another
interviewee stated, “on like a gut level, I was like, this doesn’t seem
like a critical problem to me, I also didn’t really feel like I had that
clear grasp on how to produce those ratings [...] either of the reality of
the issue or of the like objective rating that it should have according
to that scale” (P17). On the other hand, a few other interviewees
prioritized patching over precise severity scores—“we just patch and
move on, wasting time on debating context feels like overkill when
we’re already low on manpower [...] when we have to [calculate CVSS
scores], we just click the boxes and move on. And if somebody yells
at me for it, I say ‘no’, it’s bullshit anyways. Go away, I’m trying to
get work done” (P19). These views demonstrate how maintainers
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are split between valuing context-aware scoring for accuracy and
dismissing it in favor of quick patching.

Most interviewees extensively discussed the need for accessible
resources when reviewing and patching CVE-assigned vulnerabili-
ties. An interviewee explicitly stated how “we need more ‘explain
like I’m five’ versions of CVE, or really just security in general since
there’s so much to dig through” (P3). Another interviewee, who self-
reported having a security background, stated how “you really have
to develop a security mindset, like moving forward, having secure
coding practices in mind. Ask yourself, does this vulnerability really
affect my project? The how and why are the most important” (P7).
Improved feedback loops and centralization. Participants in
our three studies mentioned the need for improved feedback mech-
anisms (𝐿 = 8, 𝜋 = 0.131) with respect to poor or low-quality CVEs
and better communication (𝐿 = 10, 𝜋 = 0.122) between relevant
CVE stakeholders, e.g., upstream CNAs. Although not identified in
our listing study, some interviewees discussed the need for more
centralization (𝐿 = 0, 𝜋 = 0.110), i.e., tailored for the OSS ecosystem.
OSS maintainers felt that having such feedback mechanisms and
communication would strengthen trust in the CVE process, clarify
decision-making, and provide transparency they could rely on dur-
ing CVE triage. Further, maintainers challenge the notion of using
CVEs and instead having centralization for OSS vulnerabilities.

A few interviewees argued for improved feedback mechanisms
for reporting poor and low-quality CVEs. In addition, a few inter-
viewees referenced negative or non-productive interactions with
CVE stakeholders. An interviewee reported, “right now, you just
have to email someone and hope they care [...] it’s unclear who to talk
to when something goes wrong or needs to be updated. MITRE? The
reporter? NVD?” (P8). Some others recalled positive experiences or
workarounds when mishaps arise—“we’ve had no trouble contacting
folks, maybe it depends on your CNA, but those kinds of things are
pretty easy to sort out [...] if a CVE is just plain wrong, we ignore
it and mark it as resolved to silence the alert” (P16). Maintainers
who work with responsive CNAs or go-to workarounds feel less
burden when dealing with inaccurate CVEs, while others may have
additional concerns and lack reliable channels for redress, reflecting
inconsistent feedback loops and transparency in the CVE process.

Some interviewees expressed a preference for the centralization
of OSS vulnerabilities to streamline resolution workflows. An inter-
viewee stated, “I don’t care enough about [the CVE process], I don’t
need the CVEs for my project [...] I don’t need more work on my table,
if somebody else assigns CVEs for things in our issue tracker, fine, we’ll
get to those. Platform advisories like GitHub’s feel more integrated
anyway, hell, submit it to public issues if you want” (P11). Another
interviewee argued how ‘‘if it was up to me, I wouldn’t bother with
CVEs at all, we would just publish advisories on GitHub and call it a
day since our users follow that, not CVE IDs [...] using CVEs feel like
forcing a square peg into a round hole, we recently stopped bothering
with CVEs for minor issues” (P9). Some other interviewees shared
the perspective of how “sure, CVEs are annoying, but they make
our vulnerabilities visible to the right people [...] CVEs reach security
scanners, vendors, and downstream packagers, you name it” (P3).
These perspectives challenge centralization against decentraliza-
tion for OSS ecosystem-specific advisories and the role of CVEs as
universal identifiers, reflecting tensions between project workflows
and ecosystem visibility.

6 Discussion
6.1 Challenges and their implications
OSS project maintainers mentioned how CVSS calculations are
difficult to produce accurately and consistently, as mentioned the
most in our Listing survey study (𝐿 = 37). In addition, they ranked
the generation of fixes as the most challenging overall, noting that
CVEs often lack relevant potential solutions and do not consider
the unique contexts of OSS projects (𝐼 = 12), in our Likert-scale
survey study when triaging CVEs (𝜋 = 0.220). Other relevant chal-
lenges include scoring misalignments between CVE severities and
practical impact, and poor CVE data quality, issues that compound
the top challenges our studies identify. These maintainer-centered
challenges highlight (1) how CVEs fail to adapt to the unique needs
in OSS and (2) the need to further explore short-term action items
and long-term plans that can help align CVEs closely with OSS.

CVSS calculations and CVEs missing contexts of specific OSS
projects overwhelm most OSS maintainers in our studies (𝐿 = 51)
and take away from time spent developing fixes. These strains high-
light opportunities to enhance CVSS with targeted explanations,
e.g., project-aligned versions for maintainers during the triaging
process, and investigate how generative AI can automate producing
such explanations to make severity assessments more actionable.
Despite the availability of context-aware and severity impact anal-
ysis tools [3, 72], their limited use among OSS maintainers under-
scores a gap between technical capability and practical adoption
during the CVE triaging process. OSS platforms should integrate
context-aware analysis tooling within existing security workflows
to facilitate such adoption, e.g., within security advisories, to stream-
line contextual relevance and reduce redundant triage work for OSS
maintainers. The CVE program and similar vulnerability databases
should combine automated validation with curator oversight to
address such poor quality issues in “not so hot” (P18) CVEs and pro-
vide CVE triagers, e.g., maintainers, the ability to rate CVE clarity
and impact accuracy to help identify noise.

Other prominent challenges OSS project maintainers faced dur-
ing CVE creation and triaging are poor data quality, lack of au-
tomation, and ambiguity and friction of the CVE process. OSS
platforms should implement mechanisms that can automatically
identify complex or low-quality CVEs and make them digestible
for OSS maintainers without a security background. OSS platforms
should also provide OSS project maintainers with the ability to
feasibly escalate concerns, request clarifications, or contest inaccu-
rate CVE assignments within advisory mechanisms, e.g., as part of
managing GitHub security advisories [28].

6.2 Benefits and their implications
Fix prioritization, project health assessment, and transparency were
amongst the most important benefits for OSS project maintainers
when triaging CVEs and considering adopting software from the
broader OSS ecosystem. Other relevant benefits include security-
oriented learning opportunities and recognition of how CVEs can
be essential for timely and effective vulnerability management.

OSS project maintainers should communicate the positive impact
of proactively engaging with CVEs so that other projects reluctant
to proceed with CVE advocacy or triaging can be persuaded by the
benefits of shared visibility, coordinated remediation, and improved
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ecosystem trust in CVEs. We discourage OSS project maintain-
ers from keeping patched vulnerabilities private, which is, in fact,
an already discouraged practice [27, 36], and should instead take
advantage of integrated advisory mechanisms that promote vulner-
ability awareness regardless of project size or perceived maturity to
prevent downstream users or projects from unknowingly using vul-
nerable versions. Further, sharing patches with maintainer-curated
context also helps the broader ecosystem learn unique use cases and
helps prevent or fix future similar flaws. OSS platforms should con-
sider implementing incentive structures that reward maintainers
for timely engagement with CVEs and responsiveness to vulnera-
bility disclosures. For instance, such platforms could award badges,
e.g., CVE Response Leader or Rapid Patcher, to maintainers who re-
solve CVEs within recommended timeframes, e.g., 7 days for critical
CVEs. The CVE program should consider implementing features
that allow maintainers to see and share CVE engagement metrics,
e.g., improved fix turnaround or visibility to downstream users, to
associate CVE triaging with positivity.

CVE triaging also brought about OSS maintainers with valu-
able learning opportunities. OSS maintainers should approach CVE
triaging as a way to learn how vulnerabilities manifest in real-world
contexts and use such experiences to refine their long-term main-
tenance and disclosure practices. OSS platforms should consider
providing guided triage workflows, contextual explanations, and
automated recommendations where possible, so that OSS maintain-
ers can better interpret CVE data and severity metrics, allowing
for more informed patch development and enabling streamlined
fixes. The CVE program and vulnerability database maintainers
should consider curating well-triaged cases for OSS maintainers,
and CVE users in general, to facilitate community-driven learning
from real-world experiences.

6.3 Cross-category analysis and future work
Our studies highlight that manual triage efforts, combined with
the difficulty of interpreting and validating CVE information for
scoring misalignments, identifying impact based on project context,
and producing fixes, emphasize the need to automate parts of the
CVE triaging pipeline to ease the burden on maintainers. Together,
these factors reveal that without impact assessment, CVEs can seem
more like distractions and additional validation work as a result of
noisy or incomplete data from upstream. Prior research shows that
maintainers in enterprise settings face internal friction, e.g., com-
plex systems, poor defaults, and unclear responsibilities [20]. Our
findings indicate that OSS maintainers exhibit evidence of external
friction, e.g., from outside CNAs and platform processes. Although
CVEs are designed to simplify risk mitigation by standardizing
vulnerability information, OSS project maintainers’ primary pain
points stem from generic CVE data failing to meet project-specific
needs. Our studies further indicate an unmet need to develop and
evaluate infrastructure and feedback mechanisms that address in-
efficiencies in coordination, response timeliness, and maintainer
support during the CVE triaging process.

Our study suggests a need to explore further (1) why OSS main-
tainers are not using tools that support context-aware analysis, and
(2) what barriers prevent their adoption. Notably, no participant
reported using AI in a CVE-related workflow or spontaneously

proposed AI as a solution, even though producing fixes and evaluat-
ing vulnerability impact are activities for which AI assistance may
appear technically applicable [60, 75, 90]. This absence indicates
that the open research problem is not only whether AI can perform
these tasks, but whether maintainers would recognize, trust, and
adopt such assistance within existing vulnerability management
workflows. Moreover, recent community reports of AI-generated
vulnerability submissions that are inaccurate or low-quality sug-
gest that AI may simultaneously be a source of CVE noise and a
potential remedy, making trust calibration an even more pressing
design challenge for future tooling [25]. Accordingly, AI support
should be evaluated as human-in-the-loop decision support rather
than assumed to be a desired replacement for maintainer judgment.
Maintainers rank “fix prioritization” as the top benefit, “patching
assistance” is the lowest-ranked benefit, “producing fixes” is the
most challenging, and “lacking project context” is the top usabil-
ity barrier. Prior studies on bug bounties and advisories discussed
little-to-no concerns about fix prioritization, patching assistance,
or lacking project context, while producing fixes was, at most, a
middling challenge [11, 12].

We also encourage researchers to develop and share resources
catered towards developers who lack a security background that
aim to scaffold the CVE triaging lifecycle for OSS maintainers;
we plan to further uncover and work towards addressing CVE
knowledge gaps by using AI programming assistants for guided
and gamified learning, e.g., with scenario-based challenges, since
researchers have explored how LLMs can effectively support person-
alized learning and security awareness initiatives [8]. Our findings
uniquely contribute to this effort by surfacing the lived experiences
and unmet needs of OSS maintainers that can help identify concrete
learning objectives for future AI-driven OSS security games.

7 Conclusion and RQ takeaways
In this paper, we conduct a mixed-methods study, i.e., two surveys
and semi-structured interviews, to identify and quantify the factors
that affect how OSS maintainers create, perceive, and triage CVEs.
We find that maintainers perceive CVEs as critical to cybersecurity,
yet downplay them as reliable signals. This dynamic is pronounced
in OSS: Maintainers see external expertise and learning opportu-
nities as benefits because they lack the security backgrounds the
CVE system assumes, yet the system provides neither the project
context nor the scoring guidance to translate urgency into action
(RQ1). The factors maintainers value most (e.g., fix prioritization)
depend on accurate metadata (e.g., severity scores), yet their biggest
challenges (producing fixes, scoring misalignment, lack of project
context) arise when that metadata is inaccurate or generic. Despite
“lacking project context” being the top usability barrier and “CVSS
complexity” the most listed complaint, all of which AI may assist
with, zero participants mentioned using AI for CVE-related work-
flows (RQ2). We include all survey and interview instruments used,
as well as an extended ethics discussion in our artifact [1].
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